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Abstract: This paper presents the meaning and 

definition of cyber crime, cyber space and its needs 

and advantages, the legislation in India dealing 

with offences relating to the use of or concerned 

with the abuse of computers or other electronic 

gadgets.  The Information Technology Act 2000 

and the I.T. Amendment Act 2008 have been dealt 

with in detail and other legislations dealing with 

electronic offences have been discussed in brief. 

              When Internet was developed, the 

founding fathers of Internet hardly had any 

inclination that Internet could transform itself into 

an all pervading revolution which could be misused 

for criminal activities and which required 

regulation. Today, there are many disturbing things 

happening in cyberspace. Due to the anonymous 

nature of the Internet, it is possible to engage into a 

variety of criminal activities with impunity and 

people with intelligence, have been grossly 

misusing this aspect of the Internet to perpetuate 

criminal activities in cyberspace. Hence the need 

for Cyberlaws in India. 
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Introduction 

             Cyberlaw is important because it touches 

almost all aspects of transactions and activities on 

and concerning the Internet, the World Wide Web 

and Cyberspace. Initially it may seem that 

Cyberlaws is a very technical field and that it does 

not have any bearing to most activities in 

Cyberspace. But the actual truth is that nothing 

could be further than the truth. Whether we realize 

it or not, every action and every reaction in 

Cyberspace has some legal and Cyber legal 

perspectives. 

             Cyberspace refers to the virtual computer 

world, and more specifically, is an electronic 

medium used to form a global computer network to 

facilitate online communication. It is a large 

computer network made up of many worldwide 

computer networks that employ TCP/IP protocol to 

aid in communication and data exchange activities. 

Cyberspace's core feature is an interactive and 

virtual environment for a broad range of 

participants. The term cyberspace was initially 

introduced by William Gibson in his 1984 book, 

“Neuromancer.” Gibson criticized the term in later 

years, calling it “evocative and essentially 

meaningless.” Nevertheless, the term is still widely 

used to describe any facility or feature that is linked 

to the Internet.  According to many IT specialists 

and experts, including F. Randall Farmer and Chip 

Morningstar, cyberspace has gained popularity as a 
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medium for social interaction, rather than its 

technical execution and implementation.  

             Cyber crime means,  When Internet was 

developed, the founding fathers of Internet 

hardlyhad any inclination that Internet could also 

be misused for criminal activities. Today, there are 

many disturbing things happening in cyberspace. 

Cybercrime refers to all the activities done with 

criminal intent in cyberspace. These could be either 

the criminal activities in the conventional sense or 

could be activities, newly evolved with the growth 

of the new medium. Because of the anonymous 

nature of the Internet, it is possible to engage into a 

variety of criminal activities with impunity and 

people with intelligence, have been grossly 

misusing this aspect of the Internet to perpetuate 

criminal activities in cyberspace. The field of 

Cybercrime is just emerging and new forms of 

criminal activities in cyberspace are coming to the 

forefront with the passing of each new day. 

Need for Cyber Law  

             When Internet was developed, the founding 

fathers of Internet hardly had any inclination that 

Internet could transform itself into an all pervading 

revolution which could be misused for criminal 

activities and which required regulation. Today, 

there are many disturbing things happening in 

cyberspace. Due to the anonymous nature of the 

Internet, it is possible to engage into a variety of 

criminal activities with impunity and people with 

intelligence, have been grossly misusing this aspect 

of the Internet to perpetuate criminal activities in 

cyberspace. Hence the need for Cyberlaws in India. 

  

There are various reasons why it is extremely 

difficult for conventional law to cope with 

cyberspace. Some of these are discussed below.   

1. Cyberspace is an intangible dimension that is 

impossible to govern and regulate using 

conventional law.    

2. Cyberspace has complete disrespect for 

jurisdictional boundaries. A person in India could 

break into a bank’s electronic vault hosted on a 

computer in USA and transfer millions of Rupees 

to another bank in Switzerland, all within minutes. 

All he would need is a laptop computer and a cell 

phone.   

3. Cyberspace handles gigantic traffic volumes 

every second. Billions of emails are crisscrossing 

the globe even as we read this, millions of websites 

are being accessed every minute and billions of 

dollars are electronically transferred around the 

world by banks every day.   

4. Cyberspace is absolutely open to participation by 

all. A ten- year-old in Bhutan can have a live chat 

session with an eight- year-old in Bali without any 

regard for the distance or the anonymity between 

them.   

5. Cyberspace offers enormous potential for 

anonymity to its members. Readily available 

encryption software and steganographic tools that 

seamlessly hide information within image and 

sound files ensure the confidentiality of 

information exchanged between cyber-citizens.   

6. Cyberspace offers never-seen-before economic 

efficiency. Billions of dollars worth of software can 

be traded over the Internet without the need for any 
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government licenses, shipping and handling 

charges and without paying any customs duty.   

7. Electronic information has become the main 

object of cyber crime. It is characterized by 

extreme mobility, which exceeds by far the 

mobility of persons, goods or other services. 

International computer networks can transfer huge 

amounts of data around the globe in a matter of 

seconds.   

8. A software source code worth crores of rupees or 

a movie can be pirated across the globe within 

hours of their release.   

9. Theft of corporeal information (e.g. books, 

papers, CD ROMs, floppy disks) is easily covered 

by traditional penal provisions. However, the 

problem begins when electronic records are copied 

quickly, inconspicuously and often via 

telecommunication facilities. Here the “original” 

information, so to say, remains in the “possession” 

of the “owner” and yet information gets stolen.. 

Advantages of Cyber Law 

The IT Act 2000 attempts to change outdated laws 

and provides ways to deal with cyber crimes. We 

need such laws so that people can perform purchase 

transactions over the Net through credit cards 

without fear of misuse. The Act offers the much-

needed legal framework so that information is not 

denied legal effect, validity or enforceability, solely 

on the ground that it is in the form of electronic 

records. In view of the growth in transactions and 

communications carried out through electronic 

records, the Act seeks to empower government 

departments to accept filing, creating and retention 

of official documents in the digital format. The Act 

has also proposed a legal framework for the 

authentication and origin of electronic records / 

communications through digital signature. 

• From the perspective of e-commerce in 

India, the IT Act 2000 and its provisions contain 

many positive aspects. Firstly, the implications of 

these provisions for the e-businesses would be that 

email would now be a valid and legal form of 

communication in our country that can be duly 

produced and approved in a court of law. 

• Companies shall now be able to carry out 

electronic commerce using the legal infrastructure 

provided by the Act. 

• Digital signatures have been given legal 

validity and sanction in the Act. 

• The Act throws open the doors for the 

entry of corporate companies in the business of 

being Certifying Authorities for issuing Digital 

Signatures Certificates. 

• The Act now allows Government to issue 

notification on the web thus heralding e-

governance. 

• The Act enables the companies to file any 

form, application or any other document with any 

office, authority, body or agency owned or 

controlled by the appropriate Government in 

electronic form by means of such electronic form 

as may be prescribed by the appropriate 

Government.  

• The IT Act also addresses the important 

issues of security, which are so critical to the 

success of electronic transactions. The Act has 

given a legal definition to the concept of secure 
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digital signatures that would be required to have 

been passed through a system of a security 

procedure, as stipulated by the Government at a 

later date. 

Under the IT Act, 2000, it shall now be possible for 

corporates to have a statutory remedy in case if 

anyone breaks into their computer systems or 

network and causes damages or copies data. The 

remedy provided by the Act is in the form of 

monetary damages, not exceeding Rs. 1 crore. 

Some  Cyber Laws 

1.   Data Theft,  According to Wikipedia, Data 

Theft is a growing problem, primarily perpetrated 

by office workers with access to technology such as 

desktop computers and hand- held devices, capable 

of storing digital information such as flash drives, 

iPods and even digital cameras. The damage caused 

by data theft can be considerable with today’s 

ability to transmit very large files via e-mail, web 

pages, USB devices, DVD storage and other hand-

held devices. According to Information Technology 

(Amendment) Act, 2008, crime of data theft under 

Section 43 (b) is stated as - If any person without 

permission of the owner or any other person, who 

is in charge of a computer, computer system of 

computer network - downloads, copies or extracts 

any data, computer data base or information from 

such computer, computer system or computer 

network including information or data held or 

stored in any removable storage medium, then it is 

data theft.  

Law & Punishment: Under Information 

Technology (Amendment) Act, 2008, Section 43(b) 

read with Section 66 is applicable and under 

Section 379, 405 & 420 of Indian Penal Code, 1860 

also applicable. Data Theft offence is cognizable, 

bailable, compoundable with permission of the 

court before which  the prosecution of such offence 

is pending and triable by any magistrate.  

2. Hacking, Hacking is not defined in The amended 

IT Act, 2000. According to wiktionary, Hacking 

means unauthorized attempts to bypass the security 

mechanisms of an information system or network. 

Also, in simple words Hacking is the unauthorized 

access to a computer system, programs, data and 

network resources. (The term “hacker” originally 

meant a very gifted programmer. In recent years 

though, with easier access to multiple systems, it 

now has negative implications.)  

Law & Punishment: Under Information 

Technology (Amendment) Act, 2008, Section 43(a) 

read with section 66 is applicable and Section 379 

& 406 of Indian Penal Code, 1860 also are 

applicable. If crime is proved under IT Act, 

accused shall be punished for imprisonment, which 

may extend to three years or with fine, which may 

extend to five lakh rupees or both. Hacking offence 

is cognizable, bailable, compoundable with 

permission of the court before which the 

prosecution of such offence is pending and triable 

by any magistrate.  

3. Identity Theft ,  According to wikipedia Identity 

theft is a form of fraud or cheating of another 

person’s identity in which someone pretends to be 

someone else by assuming that person’s identity, 

typically in order to access resources or obtain 

credit and other benefits in that person’s name. 

Information Technology (Amendment) Act, 2008, 

crime of identity theft under Section 66-C, 
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whoever, fraudulently or dishonestly make use of 

the electronic signature, password or any other 

unique identification feature of any other person 

known as identity theft. Identity theft is a term used 

to refer to fraud that involves stealing money or 

getting other benefits by pretending to be someone 

else. The term is relatively new and is actually a 

misnomer, since it is not inherently possible to steal 

an identity, only to use it. The person whose 

identity is used can suffer various consequences 

when they are held responsible for the  

perpetrator’s actions. At one time the only way for 

someone to steal somebody else’s identity was by 

killing that person and taking his place. It was 

typically a violent crime. However, since then, the 

crime has evolved and today’s white collared 

criminals are a lot less brutal. But the ramifications 

of an identity theft are still scary.  

Law & Punishment: Under Information  

Technology (Amendment) Act, 2008, Section 66-C 

and Section 419 of Indian Penal Code, 1860 also 

applicable. Identity Theft offence is cognizable, 

bailable, compoundable with permission of the 

court before which the prosecution of such offence 

is pending and triable by any magistrate. 

4. Spreading Virus or Worms ,In most cases, 

viruses can do any amount of damage, the creator 

intends them to do. They can send your data to a 

third party and then delete your data from your 

computer. They can also ruin/mess up your  system 

and render it unusable without a re-installation of 

the operating system. Most have not done this 

much damage in the past, but could easily do this in 

the future. Usually the virus will install files on 

your system and then will change your system so 

that virus program is run every time you start your 

system. It will then attempt to replicate itself by 

sending itself to other potential victims. 

 Law & Punishment: Under Information 

Technology (Amendment) Act, 2008, Section 43(c) 

& 43(e) read with Section 66 is applicable and 

under Section 268 of Indian Penal Code, 1860 also 

applicable. Spreading of Virus offence is 

cognizable, bailable, compoundable with 

permission of the court before which the 

prosecution of such offence is pending and triable 

by any magistrate.  

5. E-Mail Spoofing, According to wikipedia, e-mail 

spoofing is e-mail activity in which the  sender 

addresses and other parts of the e-mail header are 

altered to appear as though the e-mail originated 

from a different source. E-mail spoofing is sending 

an e-mail to another person in such a way that it 

appears that the e-mail was sent by someone else. 

A spoof email is one that appears to originate from 

one source but actually has been sent from another 

source. Spoofing is the act of electronically 

disguising one computer as another for gaining as 

the password system. It is becoming so common 

that you can no longer take for granted that the e-

mail you are receiving is truly from the person 

identified as the sender. Email spoofing is a 

technique used by hackers to fraudulently send 

email messages in which the sender address and 

other parts of the email header are altered to appear 

as though the email originated from a source other 

than its actual source. Hackers use this method to 

disguise the actual email address from which 

phishing and spam messages are sent and often use 

email spoofing in conjunction with Web page 
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spoofing to trick users into providing personal and 

confidential information. 

 Law & Punishment: Under Information 

Technology (Amendment) Act, 2008, Section 66-D 

and Section417, 419 & 465of Indian Penal Code, 

1860 also applicable. Email spoofing offence is 

cognizable, bailable, compoundable with 

permission of the court before which the 

prosecution of such offence is pending and triable 

by any magistrate. 

Conclusion 

The risks of cyber crime are very real and too 

ominous to be ignored. Every franchisor and 

licensor, indeed every business owner, has to face 

up to their vulnerability and do something about it. 

At the very least, every company must conduct a 

professional analysis of their cyber security and 

cyber risk; engage in a prophylactic plan to 

minimize the liability; insure against losses to the 

greatest extent possible; and implement and 

promote a well-thoughtout cyber policy, including 

crisis management in the event of a worst case 

scenario. 
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